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PEKOMEHJALIUU
10 NPOTHUBOAEICTBUIO COBEPIIEHHSI HE3AKOHHBIX (PUHAHCOBBIX ONEPALUii

1. BBEAEHHUE

Hacrosimuit qokymenT npennasHauen aisi o3HakomsieHus KmumentoB OO0 MKK «Tau®unancy
(manee mo TekcTy - «Obwecmaoy) ¢ peKOMEHIAUSAMU 110 MPEAOTBPAILECHUIO JOCTYIA 3J0YMBIIUIEHHUKOB
K HHQOpMAIIIH, KOTOPas MOXKET IMO3BOJIUTH UM COBEPIIHUTh HE3aKOHHBIE (DMHAHCOBBIC ONEPAllUU OT UMEHU
Kinunenros O01iecTsa.

B nHacrosiiee BpeMs aKTUBHO OCYILECTBIISETCS BHEAPEHNUE COBPEMEHHBIX IU(PPOBBIX TEXHOIOTHI B
pasnuaHble cephl )KU3HU M MPOU3BOJACTBA. (DUHAHCOBBIC OpPraHU3alMU TpearalT cBonM KimeHTam
0O0JIBIIION BRIOOP MHCTPYMEHTOB ISl YIAJICHHOTO B3aWMOJICHCTBHUS, O3BOJIIOMNN KiMeHTaM SKOHOMHUTH
CcBO¢ BpeMsi W coBepmaTh (DUHAHCOBBIC Olepanuu 0e3 JTUYHOTO oOpamieHus B oduc (PUHAHCOBOM
OpraHU3alMH.

Heo0xoaumMo OTMETHUTBH, YTO HCIOJIb30BAaHHE TEXHOJOTHH yIaleHHOTO B3aUMOJICHCTBUS, HECET C
co0Oif ompeseNieHHble PHUCKH, TJIaBHBIM M3 YKa3aHHBIX PUCKOB SIBISETCS HE3aKOHHOE COBEPIICHUE
3NIOYMBIIIJICHHUKAMH (PMHAHCOBBIX orepanuii oT uMeHu KineHTOB (pMHAHCOBBIX OpPraHMU3alMi C IIEeNbI0
XUIIEHUS JEHEXHbIX cpeacTB KineHTos.

L{enb 3MOYMBINIJICHHUKOB SIBIISIETCS KpaXka MEePCOHAIbHBIX JaHHBIX. 1711 TOro 4T0OBI OCYIIECTBUTD
MIPOTUBOINPABHBIC IEUCTBUS, MOIICHHUKH TTPUIYMBIBAIOT BCE HOBBIE M HOBBIE CXeMbI. B HacTosIiee BpeMs
cambl€ PaclpoCTPaHEHHBIE CXEMBI 3JI0YMBIIIJIEHHUKOB 3aKJIIOYAIOTCS B CJIEAYIOIIEM:

e Teseponnbie MomIeHHUKU: TenepoHHBIE MOIIEHHUKH TPUIYMBIBAIOT PA3IUYHBIC CIICHAPUU IS
KpaxXu NI€PpCOHAJIBbHBIX JAaHHBIX U UCTIOJIB3YIOT MCTO/bI IICUXOJIOTHUYCCKOI'0 JJaBJICHU, 4TOOBI YEIOBEK HE ycnen
NpUHATH 00JyMaHHOE pemieHue. [IpencTaBUThCS MOTYT K€M yrogHo — coTpyaHukoMm mnonmnuu, OCB,
CrnenctBenHoro komurera, Llentpobanka, ciyx0b1 6e3onacHoctn KoMmnanum.

e Ucnonb30Banue CailTOB-IBOMHUKOB, (elKoBble CTPAHUIBI B CONMHUAJBHBIX CETHX,
(eiikoBbIe AKKAYHTHI B MeCCEH/IZKepax: MOIICHHUKH C IIEJIbIO TTOJIyYeHHS] IEPCOHATBHBIX IaHHBIX MOTYT
co37aTh TIOJHYIO KOIMHIO CcaiTa, CTPaHUIBI B COIMAIBHBIX CETSIX JHOO (eHKOBbIE AaKKAyHTHI B
MecceHmkepax. HoTa monp30BaTenu MECCEHKEePOB, UbM HOMEpa Tele()OHOB HE COXpAHEHHI B BaIlleM
CIHUCKE KOHTaKTOB, MOTYT paccChliaTh MOJO3PUTENbHBIE WU MOIICHHUYECKHE COOOIEHUs, MBITAsACh
00MaHOM BBIHYJIUThH BAaC COOOIUTH UM JIMYHYIO HH(OPMAIIHIO WM MJIATSKHBIE TaHHBIC.

e BupycHble 3J1eKTPOHHbIE MUCHMA: MOUICHHUKHM PACCBUIAIOT 3JIEKTPOHHBIE MHUCbMa OT UMEHU
rOCy/IapCTBEHHBIX YUPEKIECHUIN, MHTEpHET-Mara3uHoB, 0AaHKOB, CAiTOB 3HAKOMCTB U T.I. OHU MPU3BIBAIOT
OTKPBITh BIOKEHHBIN B MUCbME (Daidi UM MEPENHTH MO CCHIIKE.

BrinmonHeHue HECIOXKHBIX PEKOMEHJAIMM, YKa3aHHBIX B HACTOAILIEM JOKYMEHTE, IO3BOJIUT
Knuentam OO6miecTBa CBECTH PHUCK COBEPIICHHUS HE3aKOHHBIX (DMHAHCOBBIX OINEpaluil OT UX UMEHH K
MUHHMYMY.
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2. PEKOMEHJAIINHN

2.1. MoOunabHbli TesieGoH

MoobunbHbIi TenedoH ucnonbzyercs Kimmenramu ObmiecTBa ams nonyueHus: Koga moarBepxkaeHus,
VYHHUKaJIBHOTO KO/1a, OJHOPA30BBIX Mapojei B SMS-coo0mmeHusx.

IIpu ucnosib30BaHMU MOOHJIBLHOIO Tesle)oHA cileAyeT MPUAEPKUBATHCS CJIeAYIOLIHX COBETOB:

1. Ilpu B3aumopeiictBun ¢ OOIIECTBOM yKa3bIBaliTe B KadyeCTBE OCHOBHOIO HoMepa TeiedoHa
HOMeEp, KOTOPBIN MpUHAIICKUT Bam Tu4HO (0roBOp Ha YCIyr'H COTOBOM CBSI3H, 3aKitoueH Ha Baie ums);

2. Bxurounre 3anpoc nuH-koaa SIM — kapThl pu BKIIIOYEHUHN TenedoHa;

[pu noanepkke TeaehOHOM COOTBETCTBYIONMIEH (DYHKIIUU, BHIIIOJIHUTE CACAYIONINE ICUCTBUS:

® BKIIIOUUTE ONMoKMpOBaHME SKpaHa TeleoHA TIOCIE ONPEICICHHOTO BpPEMEHU
HEAaKTUBHOCTH;

® BKIIIOUUTE 3alpoc MUH-KOAa TenedoHa, OTHeyaTka Nanblia WiIM TpaduuecKoro Kiroda it
paz0JI0KUPOBKH TeledoHa;

® YCTAaHOBUTE 3alpeT Ha OToOpakeHue HH(OPMALUKU M3 BHOBb MOCTYNMBIIUX COOOIIEHUN Ha
9KpaHe OJOKHPOBKH;

® BKIIIOUUTE U HACTPOMTE (PYHKIMIO MOMCKA, YJATICHHOTO OJOKHUPOBAaHUS W YAAJCHHOW OYHMCTKH
MOTEPSIHHOTO TeNePOoHa;

® YCTAaHOBUTE  3alper Ha YCTaHOBKY B TeneoH HPUIOKEHUI u3
HEHAIJIeKALINX UCTOUHUKOB.

3. [Ipu ycTaHOBKE HOBBIX MPUIIOKEHUH Ha TeseoH oOpamaiite BHUMaHKE 3a 3alpaiinBacMble HMU
paspemenusi. He maBaiite mpuiioxkeHUsIM pa3pelieHusi Ha uTeHne SMS, eciu Takoil 10CTyNn He HYKEH UM
JUTSL BBITIOJTHEHUST MX OCHOBHBIX (DYHKITHH.

4. He mepexoaute mo cceuikam w3 SMS u cooOmieHuii, ocooeHHo eciau Bbl He xmamm Takue
COOOIIEHUS.

5. PerynsipHo OOHOBIISIIiTE OINEpAIMOHHYIO CHCTEMYy TeleoHa M YCTaHOBIEHHbIE B TenedoHe
MIPUIIOKEHUS (HEe OTKIII0YaiTe aBTOMaTHYeCKOe OOHOBIICHUE).

6. B ciyuae yrtpartel TenedoHa BOCHONB3YHTECh (YHKIMECH TOWCKa TeledoHa, €Clu paHee ee
akTuBHpoBasu. Ecnu ¢ ucnonp3oBaHueM (QYyHKIMM MTOMCKA HaWTU TenedoH He ynanock winu Bl paHee He
aKTUBHUPOBAJIM 3Ty (QYHKIMIO, OOpaTUTECh C MAacHOpTOM B O(HUC CBOETO COTOBOTO oOleparopa ajs
OJIOKMpOBaHUA yTepsIHHOW BMecTe ¢ TeraedoHoM SIM-kapThl U BbIITyCcKa HOBOIA.

2.2. IIMH-kox

IINH-kox - 3TO cekpeTHas KoMOMHaluMs Hup, UCoNb3yeMas JUIs MOJATBEPXKIAECHUS Ooneparuii ¢
Barmeii 6aHKOBCKO KapThl MeXAyHapoIHOU TuiaTeskHoU cucteMbl MasterCard, Visa nmu MUP.

IIpu ucnoav3zoBannu IINH-kona pexomenayercsi: He coobmare [IMH-kox Tperpum numam,
BKJItOUasi coTpyaHukoB OOmiecTBa, He 3amuchbiBaTh €ro Ha Bamell 0GaHKOBCKOM KapTe, HE XpaHUTh
3anucannbliii [IMH-kxox Tam, rae oH OyAeT A0CTYNEeH TPETHbUM JIULIAM.

2.3. 3amuTa oT BUPYCOB

Bupycbl — 3TO mporpammbl JJisi KOMIIBIOTEPOB WJIM MOOMJIBHBIX YCTPOWCTB, MpeIHa3HauCHHbIE
U1 HaHeceHus1 Bpeaa. DYHKIMOHAN BUPYCOB MOXET OBbITh pa3HBIM: TOKa3 HEKENaTeJbHOM peKaMbl,
Kpaka mapoiyieil (B Tom uucie, u3 SMS — cooOuieHnii) U JaHHBIX OaHKOBCKHX KapT, COBEpIIECHUE
HE3aKOHHBIX (PMHAHCOBBIX ONEpaluii OT UMEHU KIMEHTA.

[TpakTHuecku Bce BUPYChl UMEIOT QYHKIIUIO COOCTBEHHOT'O PAcIpOCTPaHEHUsI HIIH 3apa)KeHHs BCeX
JOCTYIHBIX UM YCTPOMCTB.

OtcyTcTBHE BHUPYCOB Ha YCTpOMCTBaxX (KOMIBbIOTEpAax, COTOBBIX TeledoHax, IJIaHIIeTax), C
KOTOphIX Bbl paboTaere ¢ cucreMaMu JHCTaHIMOHHOTO oOciyxuBaHus OOIIECTBOM, SBISETCS 3aJ0TOM
6e3omacHOCTH Barmx 1eHeXHBIX CPesICTB.
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24. Ecim Bam mno3BoHmwam corpyaHuku noaunuu, PCB, CieacTrBeHHOro KOMHUTeETa,
IlenTpodanka, ciayx0b1 0esonacHoctu Komnannu u 1.1.:

e He TOPOIIUTCCH BBIIIOJHATL YKa3aHHd 3BOHUBIICTO.

e Eciu Bo BpeMs Tene()OHHOrO pa3roBopa HEYCTaHOBJIEHHOE JMIO NpocuT Bac Ha3BaTh Kakue-
a0 Bamm nepcoHanbHble JaHHbIE, OaHKOBCKUE peKBU3UTHI, PIN-kox (B TOM uucie HampasieHHble Bam
IIOCPEJICTBOM SMS-COOOILIEHUsST BO BpeMsl pPas3roBopa), a TakKXkKe MHYK JHM4YHYyl0 HHG(OpMaiuio, TO
HE00XO0IMMO CPOYHO 3aKOHYMUTH PAa3roBOp.

° HpI/I JIIOOBIX MMOAO3PCHUAX OTKAXKUTCCH OT I[aJ'IBHCf/'IH_ICI‘O BBaI/IMOI[ef/’ICTBI/IH C MOCTOPOHHHUM JIMIIOM
U CaMOCTOSITEIIbHO CBSDKUTECHh C OpraHU3alel, OT MMEHU KOTOPOH OHO oOparaercs.

e Ecnu HeycTaHOBJIEHHOE JIMLo oOpamaercs kK Bam or nmenu Bamtero ponctBeHHuKa, O1IM3KOro
YeJI0BEKa WM 3HAKOMOTo ¢ MH(pOpMaLueil 0 ToM, 4TO OH IONaj B HENPUATHYIO CUTYallUIO, B pe3yJIbTaTe
KOTOPOM €My I'pO3HUT BO30YyKJIEHHE YrOJIOBHOIO JIeNa, U, €CIM 3BOHSAIIMN NIPOCUT NEepeaaTh B3ATKY SKOObI
COTPY/ZHUKY IPaBOOXPAHUTEJIbHBIX OPraHOB, TOTOBOMY YpPEryJHpOBaTh BOIPOC, CIEAYeT 3alaThb
YTOYHSIOLIME BOIPOCHl OTBETHI, HA KOTOpbIE 3HAETE€ TOJBKO Bbl 00a. B ciydae mosiBIeHUs COMHEHMI,
HCO6XOI[I/IMO IPCKPATUTDh B3aHMOI[eI>'ICTBH$I H MOCTapaThCA CaMOCTOATCIIBHO CBA3AThCA C JIMIIOM, OT UMCHU
KOTOporo Bam 3BOHMIIN.

e Bocnonb3yiiTech omiueii, KoTopas 3a0JIOKUpYET HeXelaTeslbHble 3BOHKU. HekoTopeie cepBUCHI
IIPOCTO OJIOKUPYIOT HE3HAKOMbBIE HOMEpA, JIpyrue xe Oosee m3buparenbHbl. ECTh nmporpamMmbl, KOTOpbIE
IIprU BXOAAIIEM 3BOHKE YKA3bIBAKOT, UTO 3TO MOXKCT OBITh HEXKeJIaTeJILHBIN HOMED. Ecim BaM 3BOHMIIN C
HE3HAKOMOT'0 HOMepa U cOpoCHiIM, TO IEpe3BaHMBATH HE CTOUT. BO3MOXKHO, 3TO MOLICHHMYECKas
MaxXuHalus, u3-3a KOTOpOﬁ II0TOM 6YIIYT CIIMCAaHBbI ICHbI'U.

2.5. Ucnoab3oBaHne CAHTOB-IBOMHHUKOB, (elikoBble CTPAHUIIBI B COHMHUAJBHBIX CeTHX,
(eiikoBbIe AKKAYHTHI B MecCeH/IKepax:

e Beerna oOparaiite BHUMaHue Ha ajapec caiite. B HeM MoxeT ObITh M3MEHEHHUs TOJIbKO OJHA
OyKBa MU OTJIMYATHCS JOMEHBIN aapec (.com BMECTO .ru).

e Eciiu caliT wiM cTpaHHIa B COLICETH, a TakKe IMpelajaraéMble Ha HEH YCIIOBUS BBITJISIAT
M10JI03PUTENLHO, HEMEIJIEHHO ITOKUHBTE €€.

e [Ipu momy4yeHuu coOOIIEHUS WJIM 3BOHKA IOCPEACTBOM MECCEH/KEpOB OOpaTHTE BHUMAaHHUE:
3HAKOM JI HOMED, ¢ KoToporo Bam numnyT (3BoHsAT)? Bac Toponst npu nomyuenuun ot Bac nundopmanun?
Bam yrpoxatoT uinu npocsat noBepuTh Ha cioBO? Bac mpocsT nepeBecTH JeHbIU, COOOUIUTH KOJ, Napob,
PIN-xon nnu npyrue audHble JaHHbIE?

e 3aBeplINTE 3BOHOK JMOO MEpecTaHbTe OTBEYaTh 3TOMY IOJib30BaTento. Eciiu Bbl HE MoxkeTre
MOJITBEPANTD JIMYHOCTH OTIIPABUTEIS, HE COOOIIANTEe eMy HUKAKUX JIMUHBIX WJIH TUTATE)KHBIX JTaHHBIX.

e 3a0JI0KMpYITE TOIH30BATENS, YTOOBI OH OOJIBIIIE HE MOT C BaMHU CBSI3aThCS, U MOXKATYWTECh Ha
HEro aJIMMHHUCTPATOPY MECCEH/IXKEPA, COLIUATIbHBIX CETEH.

2.6. BupycHble 3J1eKTPOHHBbIE THCbMA:

e OCHOBHBIE PU3HAKU (PUILIUHIOBBIX MHCEM:

v [IuchbMO OT KOMITAHWH, C KOTOPOU Bbl HUKOTJ]a HE B3aUMO/ICMICTBOBAJIN;

v IIpennaraercst KynuTh Ka4eCTBEHHBIN TOBAP C HEBEPOATHOW CKUJKOM;

v ConepKUTcs yBEJOMIICHHE O BBIUTPHIIIE LIEHHBIX IIPU30B U T10/1apKOB;

v [Ipemnaraercst BBICOKOOIIauMBaeMas paboTa, B T.4. 0€3 HaJIM4usl CIelUaIbHbIX 3HAHUH;

v Copepxutcsi MHGOpMaIHsl 0 HATMYUHM MPETEH3UH CO CTOPOHBI I'OCYJIApCTBEHHBIX YUPEXICHUM,
OaHKOB M T.II.

v" CCBIJIKM B IUCbME COZEPKAT MOA03PUTENIBHBIE UMEHA CAITOB;

v [lo103puTENBHBIN aIpeC OTIPABUTEIIS.
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e Hukorna He mepexoJuTe MO CChUIKAM M HE OTKPBIBAWTE BIIOKEHHBbIE (ailyibl ecliv MHChbMO BaM
KaykeTcsl moo3puTeabHbIM. Ceblika uitu (aiil Kak MpaBUIIO COAEpKAT BUPYC, KOTOPBIN AaéT MOIIEHHUKAM
MIOJIHBIM TOCTYN KO BCEM JaHHBIM Ha BallleM yCTPOMCTBE.

Bo u30e:xxaHue MOIIEHHMYECTBA C MCII0JIb30BaHHeM Bamux nepcoHanbHBIX IaHHBIX:

1. He mpuHUMATH BBI30BBI OT HE3HAKOMBIX U CKPBITHIX HOMEPOB.

2. PerynsapHo OOHOBISITE ONEPAMOHHYIO CUCTEMY M YCTAHOBJICHHBIC B HEW MPHUIIOKEHUS (BKIIO-
YUTE aBTOMAaTHYECKOE OOHOBJICHUE);

3. He coobmaiite aukomy PIN-KoO/IbI, KOABI U3 SMS-COOOIIEHUH U TIL.;

4. He ny6nukyiTe nepcoHaabHbIe JaHHBIE B OTKPHITOM JIOCTYII€ B UHTEPHETE;

5. He nepenaBaiite 1OKyMEHTbI IOCTOPOHHUM JIUIIaM 0€3 000CHOBAaHHOW MPUYUHBL

6. He ocraBnsiiTe opuruHaibl ¥ KOMUHU JOKYMEHTOB 0€3 MPUCMOTPa;

7. B cnyyae yrepu macrnopta — He3aMeUIUTEIbHO OOpaTHTECh B IPABOOXPAHUTENIbHBIE OPIaHbI
Uit oopMIICHHSI 3asBJICHHS 00 yTepe macropTa JyIsi BHECEHHS €T0 B PEeCTp HEICHCTBUTEIBHBIX MACIOp-
TOB P®D;

8. He coobmraiite 1 He MOATBEPKIaiiTe IepCOHANBHBIC JAHHBIE TTOCTOPOHHUM JIMILIAM T10 TelepoHy
(MecceHpKepax, CoLCeTIX U Ip.);

9. He naBaiite hoTorpadupoBaTs, nepenuchbBaTh UHGOPMAIUIO U3 TOKYMEHTOB;

10. He ocraBusiiTe qaHHbIE CBOMX JOKYMEHTOB U OAaHKOBCKUX KapT Ha MOJ03PUTEIbHBIX CalTax.

11. He otkpsiBaiiTe ¢aiinibl MU HE MEepPeXOJUTe IO CChUIKaM, MPHUIICIIIMM B COOOIIECHUSX
AIEKTPOHHOM MOYTHI, CIY>KO MIHOBEHHBIX coobmenuit (Skype, WhatsApp, Viber, MAX, Telegram u T.1.)
Y COLHMAIIBHBIX CETEU, KOTOpbIE BbI HE XKAeTE;

12. YcraHoBHUTE 3allpeT HA YCTAHOBKY B TEJIC(POH MPUIOKECHUN U3 HEHAIISKANUX UCTOYHUKOB;

13. PerynsipHo 3ampaiiuBaiiTe OT4ET O KPEAUTHOW MCTOPUU. 3aKOHOJATENIBHO 3aKPEIUIEHO MPaBo
rpaxaaH 2 pasa B roJ] OecIIaTHO 3allpaliuBaTh OTYET O KPEAUTHON UCTOPHUH.

Ecau BbI CTOJKHYJHNCH C JICHCTBUSIMH MOIIEHHNKOB, He3aMeUINTEJIHLHO 00paTHTECh

B 000 MKK «Tau®unancy:

1. O6pamienne MoXxeT ObITh HANpaBJIE€HO IOCPEACTBOM IIOYTOBOIO OTIPABIECHUS IO aJpecy:
123060, r. Mocksa, BH. Tep.r. MyHununanasHbsii okpyr LlykuHo, yin. Mapmana Peibanko, 1. 2 k.6 momer.
20/1/11, no aapecy snekrpoHHOU mouThl: mkk@touchfinance.ru, nu6o nmo Homepy Tenedona: §(800) 511 -
08-80.

2. B oOparmieHun ykaxXuTe KakuM oOpa3oM HEYCTAaHOBJICHHOE JIMIIO BOCIIOIB30BajiOCh Barmmmu
MEPCOHAIBHBIMU JIaHHBIMHU C LEJbI0 0()OPMIIEHUS 10T0BOpa MOTPEOUTETHCKOTO 3aiima.

3. [Ipunoxxure AOKYMEHTHI, MOATBEpKaatonre (GakT opopMIIEHHUS JT0roBOpa MOTPEOUTEIHCKOTO
3aiiMa TPETHUM JIMIIOM (HampuMep: CKaH JOKYMEHTa, YAOCTOBEPSIONIEro JIMYHOCTh, Bamie ¢oTo, oTBeT
oreparopa COTOBOI CBsI3U O HEMPHHAIeKHOCTH BaMm aboHeHTCcKkoro HoMmepa TenedoHa, HCHOIb30BAHHOTO
npu opOpPMIIEHHH JIOTOBOPA U T.II.). YKa3aHHbIE TOKYMEHTbI HEOOXOIMMBI il IPOBEACHUS BHYTPEHHUIN
MIPOBEPKH, CPABHUTEIHHOTO aHaJIM3a ¢ JOKYMEHTaMH, IPEJ0CTaBICHHBIMU NPU 0(OPMIIEHUH JJOTOBOPA.

JJis1 mostydeHust JONOJTHUTEIbHOM HH(popManuu Bel MokeTe 00paTHTHLCS 10 HOMEPY
Tesaedgona 8(800) 511 -08-80.

byabTe 0OUTEIBHBI K OCTOPOKHbI!
He noBepsiiTe TOMY, KOro BiepBbl€e CJbIIIMTE!
CoxpaHsiiTe paUMOHAIBHOCTD!

000 MKK «Tau®unancy 2026 .


mailto:mkk@touchfinance.ru

